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In September 2020, in the State of the Union Address at the
European Parliament Plenary, EU Commission’s President von der
Layen stressed the need for a common plan for digital Europe with
clearly defined goals for 2030: the so-called “Europe’s Digital
Decade”.
This led to the issuance of the so-called “2030 Digital
Compass”, by means of which the EU Commission identified the
cardinal points that shall drive European digital transformation.
In this context, the European regulator - also prompted by the
spread of the pandemic, which highlighted the key role of modern
technologies in all sectors of activity and for people’s welfare in
general - has already undertaken several legislative and nonlegislative initiatives towards digitalisation in order to secure
European digital sovereignty and accelerate the process for making
Europe not dependent on others in this field.
As a result, we are currently experiencing the development of
several new regulatory frameworks that are capable to affect,
under different perspectives, the activity of market players,
including insurance companies.
Examples of this phenomenon are, among others, the European
Strategies on Artificial Intelligence, Digital Finance, Data,
Digital Services and Cybersecurity.
Such a disruptive regulatory evolution brings ANIA to launch
a new series of newsletter called “ANIA Exploring Digital
Transformation”, whose goal is to provide short hints on the
most significant developments along the path towards digital
transformation and the relevant implications for the insurance
market.
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The newsletters will be issued on a regular basis, in a one-page
format, and will be collected in a single volume to form a practical
- and easy to use - reference guide.
Angelo Doni
ANIA Co-Director General 		

Umberto Guidoni
ANIA Co-Director General

The European Strategy on AI:
Coordinated Plan on Artificial
Intelligence
Artificial Intelligence (“AI”) is deemed to be a set of technologies of strategic relevance for the European Union. It is considered as a tool to increase productivity
across all economic sectors, create new markets and employment opportunities,
build up greater resilience to future shocks and help recovering from previous
ones, as well as an instrument to enhance opportunities for people in need, boost
education and skills, and contribute to the objectives of the EU security strategy.
On the other hand, the use of AI also creates a number of specific high risks
that the existing legislation is not able to address properly. This is because algorithms underlying AI are often characterized by opacity that may compromise the
possibility to reconstruct the decision-making process followed by the AI system
and the results achieved. This implies difficulties in assessing and proving the correctness of the decisions taken as well as identifying any potential liabilities. Also,
poor training and design of AI systems may undermine privacy and non-discrimination.
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In light of the foregoing, in April 2018 the European Union launched a European strategy on AI aimed at making the EU a world-class hub for AI, while
ensuring that AI is human-centric and trustworthy. In December 2018 the first
coordinated plan on AI was published, consisting in a joint commitment between Member States to foster the development and use of AI in Europe and to
coordinate European and national efforts on AI.
Later, in April 2019, the High-Level Expert Group on Artificial Intelligence
(HLEG) developed the Guidelines for Trustworthy AI and, in July 2020, an
Assessment List for Trustworthy AI (ALTAI). Reference shall be made also to
the EU Commission’s White Paper on AI published in February 2020, which
proposed a number of measures and policy options (including the amendment
of the existing legal framework) in order to promote the uptake of AI and address
the risks associated with certain uses of this new technology.
Moreover, strengthening Europe’s AI capabilities is also a key element of the
wider strategy defined in the 2030 Digital Compass published in March 2021.
The described path – and the need to take into account the constant evolution
of the technological, economic and policy context on AI – led to the issuance, in
April 2021, of a revised Coordinated Plan on AI, that was published together
with a proposal for a regulatory framework on AI.
The revised Coordinated Plan on AI identifies four key sets of policy objectives on
how the EU Commission, together with the Members States and private actors,
can achieve the opportunities offered by AI technologies (including investing in
data spaces and computing resources, fund AI testing and experimentation facilities, etc.). Among such initiatives, particular attention shall be paid to that of
developing a policy framework to ensure trust in AI system, which focuses
on three interrelated issues: issues of safety and fundamental rights, issues of liability of AI and revision of the existing sectoral safety legislation when necessary.
Monitoring the evolution of such initiatives seems crucial also for the insurance
sector, considering the take-up of AI in all the areas of the insurance value chain.
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Proposal for an
Artificial Intelligence Act
On 21 April, 2021, the European Commission issued a proposal for a regulation providing a new set of rules and actions aimed at making the EU a global
leader in the development of secure, trustworthy and ethical artificial intelligence
(the so-called “Artificial Intelligence Act” - COM(2021) 206 final). The AI Act
aims at laying down a uniform legal framework on artificial intelligence matters to
foster the development, use and uptake of AI in the internal market while ensuring
a high level of protection of public interests, such as health and safety and the
protection of fundamental rights, as recognised and protected by EU law.
In particular, the proposal at hand sets forth a robust and flexible legal framework for trustworthy AI, for the purposes of giving people and other users the
confidence to embrace AI-based solutions, while encouraging businesses to develop them. In order to achieve such objectives, the proposal adopts a balanced
and proportionate horizontal regulatory approach to AI that is limited to the minimum necessary requirements to address the risks and problems linked to AI,
without unduly constraining or hindering technological development.
More specifically, the proposal follows a risk-based approach and provides for
regulatory burdens only when AI systems are likely to pose high risks to fundamental rights and safety. In this perspective, the proposal distinguishes between
high-risk AI systems and non-high-risk AI systems. Only the first ones will have
to comply with a set of horizontal mandatory requirements for trustworthy AI
(e.g., the requirements of high quality data) and follow specific conformity assessment procedures before those systems can be placed on the Union market.
Differently, for non-high-risk AI systems only very limited transparency and
information obligations are provided (e.g., to flag the use of an AI system when
interacting with humans). Nevertheless, the Commission encourages the providers of non-high-risk AI systems to apply voluntarily the mandatory requirements
for high-risk AI systems by drawing up ad-hoc codes of conduct. In particular,
according to the Commission, providers of non-high-risk AI systems may create
and implement such codes of conduct themselves, which may also include voluntary commitments related, for instance, to environmental sustainability, accessibility for persons with disability, stakeholders’ participation in the design and
development of AI systems, and diversity of development teams.
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As highlighted by EIOPA, as of the date of this newsletter no insurance-specific activities are included in the list of high-risk AI applications. However,
IVASS - as well as EIOPA - have already had the chance to underline the opportunity for insurance companies to adapt voluntarily and progressively to
the ethical and protection principles that high-risk AI systems are inspired to, also
by means of the implementation of the aforementioned codes of conduct. This
taking into account the uptake of AI in the insurance sector.

The European Strategy
on Digital Finance
The expression “Digital finance” is used to describe the impact of new technologies on the financial services industry. It includes a variety of products, applications, processes and business models that have transformed the traditional way
of providing financial services.
In this fast-moving environment, the European Commission embraced a process
of “digitalisation”, i.e. the transformation of the European financial system and of
the provision of financial services to Europe’s businesses and citizens.
Such process is carried out through a combination of various horizontal policies,
mainly implemented under the umbrella of the Digital Single Market Strategy, the
Data economy, as well as other sectoral initiatives such as the “Digital Finance
Package” adopted by the Commission itself.
In such context, on 24 September 2020, the Commission presented its Communication on a Digital Finance Strategy for the European Union (COM(2020)
591 final). This strategy aims at ensuring a competitive, innovative and digitally-resilient financial market while at the same time preserving consumer protection and financial stability.
Indeed, an innovative, yet robust financial sector is vital to support the EU’s ambition for a recovery that embraces digitalisation and help to turn Europe into a
global digital player.
The strategy sets out four main priorities:
• removing fragmentation in the Digital Single Market;
• adapting the EU regulatory framework to facilitate digital innovation;
• promoting a data-driven finance;
• addressing the challenges and risks with digital transformation, including enhancing the digital operational resilience of the financial system.
To this end, the Commission has identified as one of the priorities in its digital finance strategy the promotion of data-driven finance. The objective is to consolidate online access to the financial and sustainability-related data of companies
and financial institutions in a single interface.
Besides, the “open finance” concerns the third-party service providers’ access
to (business and consumer) customer data held by financial sector intermediaries
and other data holders for the purposes of providing a wide range of financial
and information services.
The open finance will contribute to the Commission’s cross-sectoral Data strategy
for Europe, which envisages common European data spaces in several sectors of
the economy and establishes cross-sector rules on data use.
In this context, EIOPA’s draft response to the EU Commission’s Digital Finance
Strategy consultation dated 22 June 2020 shared the beforementioned four main
priorities, including the envisaged alignment of insurance regulation to the
digital finance strategy outlined at European level.
EIOPA underlined, in addition, how digitalisation offers significant opportunities
to modernize the insurance sector and enhance more efficient supervision tools
as well as new products and/or services, especially through the use of data and
AI systems.
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The European Strategy on
Digital Finance: proposal for a
Digital Operational Resilience Act
Digitalisation and operational resilience in the financial sector are two sides
of the same coin. Digital, or information and communication technology (ICT),
gives rise to opportunities as well as risks which need to be properly understood
and managed, especially in times of stress.
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In this regard, on 24 September 2020, the European Commission came forward
with the proposal for a regulation of the European Parliament and of the Council
on “Digital Operational Resilience for the Financial Sector”, so-called
DORA - COM (2020) 595 final.
The proposal belongs to a larger digital finance package, which aims at
developing a European approach that fosters technological development and
ensures financial stability and consumer protection.
This package aims to ensure that the legal framework would not be an obstacle
to the use of new digital financial instruments and that these new technologies
and products are within the scope of financial regulation and operational
risk assessment of companies operating in the EU. Thus, this proposal aims
at supporting innovation and the uptake of new financial technologies while
providing for an appropriate level of consumer and investor protection.
In the digital age, ICT supports complex systems used for day-by-day social
activities. It keeps our economies running in key sectors, including finance, and
enhances the functioning of the single market. However, increased digitalisation
and interconnection also expand ICT risks making the whole society - and the
financial system in particular - more vulnerable to cyber threats or ICT disruptions.
Indeed, while the universal use of ICT systems and high digitalisation and
connectivity are core features of all activities of EU financial entities, digital
resilience is not yet sufficiently built up in the operational frameworks.
Thus, the EU proposal, introducing a financial services digital resilience act,
aims at strengthening the cybersecurity in financial services, addressing broader
operation risks of banks, insurance companies and investment firms.
For these purposes, DORA sets uniform homogeneous requirements for the
security of network and information systems of companies and organizations
operating in the financial sector.
DORA, if approved, will cover a wide range of financial entities regulated at EU
level, namely banking institutions, credit institutions, payment institutions, cryptoasset providers, insurance and reinsurance undertakings, etc.
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Such financial entities will be subject to a set of different requirements and
obligations according to their size, business profiles, as well as exposure to digital
risk. They will be encouraged to share information in order to increase awareness
of cyber threats and implement their defensive capabilities.
In light of the above, on 10 May 2022 the Council presidency and the European
Parliament reached a provisional agreement on the Digital Operational
Resilience Act.
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ANIA, the Italian Insurance Association,
founded in 1944, is a voluntary non-profit association.
Its main purpose is to develop and spread the culture of safety
and prevention in our country, so as to protect both people
and companies, and society as a whole, more and better.

BACK TO THE INDEX

Moreover, ANIA represents its members and the Italian insurance market
vis-à-vis the main political and administrative institutions, including the
Government and Parliament,
trade unions and other social bodies.
The Association studies and cooperates in the resolution
of technical, economic, financial, administrative, fiscal, social, juridical and
legislative issues concerning the insurance industry.
It supports and provides technical assistance to members,
promotes the education and professional training of those
working in the insurance sector.
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